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TOPICS

• W H AT I S I T ?

• MULTI-FACTOR AUTHENTICATION

• NOT TO BE CONFUSED WITH…  (2 STEP VERIFICATIONS)

• SOFTWARE TOKEN APPS

• W H Y  D O  W E  N E E D  I T ?

• PROBLEMS WITH PASSWORDS

• RECENT HEADLINES

• H O W  D O  W E  I M P L E M E N T  I T ?

• PASSWORD STANDARDS

• ADDING TWO-FACTOR



MULTI FACTOR AUTHENTICATION

T H R E E I T E M S M AK E U P M U L T I F AC T O R AU T H E N T I C AT I O N S

• S O M E T H I N G Y O U K N O W

• S O M E T H I N G Y O U H AV E

• S O M E T H I N G Y O U AR E



AUTHENTICATION FACTORS

• S O M E T H I N G Y O U K N O W

• PASSWORD

• PIN NUMBER

• SECURITY QUESTIONS



AUTHENTICATION FACTORS

• S O M E T H I N G Y O U H AV E

• CONNECTED TOKEN – EXAMPLE YUBIKEY

HTTPS://WWW.YUBICO.COM/



AUTHENTICATION FACTORS

• S O M E T H I N G Y O U AR E – B I O M E T R I C S

• FINGERPRINT

• VOICE

• FACE RECOGNITION

• RETINA/IRIS



NOT TO BE CONFUSED WITH…

• T W O - S T E P  V E R I F I C AT I O N  –  O N E  T I M E  P AS S WO R D S  (O T P S )

• THIS IS AN EXTRA MEASURE OF SECURITY PAST A TYPICAL LOGIN

• ONE TIME PASSWORD SENT VIA EMAIL

• CAN BE COMPROMISED BY MAN-IN-THE-MIDDLE ATTACK

• FOR EXAMPLE, SECURITY CODES TEXTED TO A CELL PHONE



SOFTWARE TOKEN APPS

• A U T H Y AN D G O O G L E A U T H E N T I C AT O R AP P S

• PROVIDES 6-DIGIT TOTPS (TIME BASED ONE TIME PASSWORDS) AND HAS

MULTI-DEVICE SUPPORT

• AVAILABLE AS A BROWSER EXTENSION

• A SHARERD SECRET KEY IS EXCHANGED DURING SETUP BETWEEN SERVER

AND APP USUALLY VIA QR CODE SCAN

• AVAILABLE FOR IOS OR ANDROID – AUTHY ONLY





• I  R E C O M M E N D U S I N G A U T H Y

• MULTI-DEVICE SUPPORT

• ENCRYPTED BACKUPS

• CAN BE USED ALL PLACES GOOGLE AUTHENTICATOR IS RECOMMENDED

• EASY TO USE



PROBLEM WITH PASSWORDS

• P AS S W O R D H E L L…



RECENT HEADLINES

• H T T P S : / / T E C H . C O / N E W S / D AT A - B R E AC H E S - U P D AT E D - L I S T

• A C C O R D I N G T O T H I S W E B S I T E I N 2 0 2 3  AL O N E T H E R E H AV E

B E E N 5 0  B R E AC H E S S O F AR .

https://tech.co/news/data-breaches-updated-list


THE (REAL) PROBLEM WITH PASSWORDS

• EASE OF SHARING AND REUSE

• PRONE TO ATTACKS – PHISHING, MALWARE AND BRUTE FORCE

• COMPLEX PASSWORDS ARE OFTEN WRITTEN DOWN

• CREATES A SINGLE POINT OF FAILURE WITHOUT 2FA OR MFA





PASSWORD STANDARDS



PASSWORD MANAGERS (VAULTS)

T H E R E AR E M AN Y P AS S W O R D M AN A G E R S O U T T H E R E T H AT C AN B E
U S E D .  I  H AV E D E C I D E D T O G O WI T H B I T W AR D E N .

• E AS E O F U S E

• M U L T I - D E VI C E C O M P AT I B I L I T Y

• G E N E R AT E S AN D S T O R E S P AS S W O R D S O R P AS S - P H R A S E S

• B R O WS E R E X T E N S I O N AN D Q U I C K F I L L S WE B S I T E L O G I N I N F O

• C AN S T O R E Y O U R C R E D I T C AR D I N F O

• O N E S T R O N G P AS S W O R D T O R E M E M B E R AN D Y O U H AV E

AC C E S S T O AL L P AS S W O R D S .

• M U L T I F AC T O R AU T H E N T I C AT I O N ( AU T H Y ,  Y U B I K E Y ,  
B I O M E T R I C S )



MISC

• A U T H Y - H T T P S : / / AU T H Y . C O M /

• B I T WAR D E N - H T T P S : / / B I T WAR D E N . C O M /

• V P N S E C U R I T Y ( P R I V AT E I N T E R N E T AC C E S S “ P I A”  O R E X P R E S S V P N )

• EXPRESS VPN IS EASIER TO USE THAN PIA. 

• HTTPS://WWW.EXPRESSVPN.COM/

• HTTPS://WWW.PRIVATEINTERNETACCESS.COM/

• C H O I C E O F W E B B R O W S E R S – B R AV E - H T T P S : / / B R AV E . C O M /

• HAS BUILT IN BLOCKERS FOR TRACKING AND WEB ADS

• Y U B I C O H AR D W AR E K E Y - H T T P S : / / W W W . Y U B I C O . C O M /

https://authy.com/
https://bitwarden.com/
https://www.expressvpn.com/
https://www.privateinternetaccess.com/
https://brave.com/
https://www.yubico.com/
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