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« WHAT IS IT¢
* MULTI-FACTOR AUTHENTICATION
e NOT TO BE CONFUSED WITH... (2 STEP VERIFICATIONS)
* SOFTWARE TOKEN APPS
 WHY DO WE NEED IT¢
e PROBLEMS WITH PASSWORDS
e RECENT HEADLINES
e HOW DO WE IMPLEMENT IT?
 PASSWORD STANDARDS
« ADDING TWO-FACTOR



MULTI FACTOR AUTHENTICATION

THREE ITEMS MAKE UP MULTI FACTOR AUTHENTICATIONS

e SOMETHING YOU KNOW
e SOMETHING YOU HAVE
e SOMETHING YOU ARE



AUTHENTICATION FACTORS

Answer your security questions

You must verify your identity before making certain changes to your
account.

e SOMETHING YOU KNOW

What was your childhood nickname?
* PASSWORD arswver

 PIN NUMBER What was the name of your first manager?

e SECURITY QUESTIONS

Forgot your answers? Reset your security questions.

Cancel




AUTHENTICATION FACTORS

e SOMETHING YOU HAVE
e CONNECTED TOKEN — EXAMPLE YUBIKEY

HTTPS://WWW.YUBICO.COM/




AUTHENTICATION FACTORS

* SOMETHING YOU ARE — BIOMETRICS D) |/
*  FINGERPRINT

s

 VOICE

 FACE RECOGNITION
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e RETINA/IRIS




NOT TO BE CONFUSED WITH...

e TWO-STEP VERIFICATION — ONE TIME PASSWORDS (OTPS)
e THIS IS AN EXTRA MEASURE OF SECURITY PAST A TYPICAL LOGIN
*  ONE TIME PASSWORD SENT VIA EMAIL
e CAN BE COMPROMISED BY MAN-IN-THE-MIDDLE ATTACK
* FOR EXAMPLE, SECURITY CODES TEXTED TO A CELL PHONE



SOFTWARE TOKEN APPS

e AUTHY AND GOOGLE AUTHENTICATOR APPS

PROVIDES 6-DIGIT TOTPS (TIME BASED ONE TIME PASSWORDS) AND HAS
MULTI-DEVICE SUPPORT

AVAILABLE AS A BROWSER EXTENSION

A SHARERD SECRET KEY IS EXCHANGED DURING SETUP BETWEEN SERVER
AND APP USUALLY VIA QR CODE SCAN

AVAILABLE FOR IOS OR ANDROID — AUTHY ONLY
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You don’t have any account yet.

Tap on the plus button below to Add
your first authenticator account.

Scan QR Code

No QR code? Enter key manually.
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AUTHY

® Recommended Not Recommended

* | RECOMMEND USING AUTHY
e MULTI-DEVICE SUPPORT
e ENCRYPTED BACKUPS
e (CAN BE USED ALL PLACES GOOGLE AUTHENTICATOR IS RECOMMENDED
o EASY TO USE



PROBLEM WITH PASSWORDS

e PASSWORD HELL... AND STARTING TODAY,

ALL PASSWORDS MUST
CONTAIN LETTERS,
NUMBERS, DOODLES,
SIGN LANGUAGE AND
SQUIRREL NOISES.
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RECENT HEADLINES

e HTTPS://TECH.CO/NEWS/DATA-BREACHES-UPDATED-LIST

e ACCORDING TO THIS WEBSITE IN 2023 ALONE THERE HAVE
BEEN 50 BREACHES SO FAR.


https://tech.co/news/data-breaches-updated-list

THE (REAL) PROBLEM WITH PASSWORDS

EASE OF SHARING AND REUSE

PRONE TO ATTACKS — PHISHING, MALWARE AND BRUTE FORCE
COMPLEX PASSWORDS ARE OFTEN WRITTEN DOWN

CREATES A SINGLE POINT OF FAILURE WITHOUT 2FA OR MFA



TIME IT TAKES A HACKER TO
BRUTE FORCE YOUR PASSWORD

Numbers, Upper Numbers, Upper

Nurther of hiowees Yowarccee S on and Lowercase and Lowercase
Characters Only letters  Lowercase letters Latiors, Simbals
Instantly Instantly 25 secs 1 min 6 mins
Instantly 5 secs 22 mins 1 hour 8 hours
Instantly 2 mins 19 hours
Instantly 58 mins
2 secs
25 secs
4 mins
41 mins

6 hours



PASSWORD STANDARDS

Password Requirements
. MUST contain at least 8 characters |

(124 recommended)
X MUST contain at least one uppercase le

1
e letter

X MUST contain at least one lowercase letter
> MUST contain at least one number
X MUST contain at least one special character ("#5%&'()"+,-<==>7@MN"_{I}~ )

" MAY NOT contain more than two identical characters in a row
+ MAY NOT contain first name, last name, email address mailbox or domain, company name or commonly used passwords
+ MAY NOT match commonly used password character patterns

5 remaining rules need to be met

create a very strong password for me




PASSWORD MANAGERS (VAULTS)

THERE ARE MANY PASSWORD MANAGERS OUT THERE THAT CAN BE
USED. | HAVE DECIDED TO GO WITH BITWARDEN.

« EASE OF USE

* MULTI-DEVICE COMPATIBILITY

» (GENERATES AND STORES PASSWORDS OR PASS-PHRASES
 BROWSER EXTENSION AND QUICK FILLS WEBSITE LOGIN INFO
« CAN STORE YOUR CREDIT CARD INFO

e« ONE STRONG PASSWORD TO REMEMBER AND YOU HAVE
ACCESS TO ALL PASSWORDS.

* MULTI FACTOR AUTHENTICATION (AUTHY, YUBIKEY,
BIOMETRICS)



MISC

AUTHY - HTTPS://AUTHY.COM/

BITWARDEN - HTTPS://BITWARDEN.COM/

VPN SECURITY (PRIVATE INTERNET ACCESS “PIA” OR EXPRESS VPN)
e EXPRESS VPN IS EASIER TO USE THAN PIA.
e HTTPS://WWW.EXPRESSVPN.COM/

e HTTPS://WWW.PRIVATEINTERNETACCESS.COM/

CHOICE OF WEB BROWSERS — BRAVE - HTTPS://BRAVE.COM/

e HAS BUILT IN BLOCKERS FOR TRACKING AND WEB ADS
YUBICO HARDWARE KEY - HTTPS://WWW.YUBICO.COM/



https://authy.com/
https://bitwarden.com/
https://www.expressvpn.com/
https://www.privateinternetaccess.com/
https://brave.com/
https://www.yubico.com/
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